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Tabletop Exercise Kit #1
The poisoned developer tool: a 60-minute incident drill built on a real October 2026 event
This kit lets you run a one-hour discussion drill with your own team. It is built on a real incident: on October 29, 2026, a tampered copy of a popular AI coding extension was offered in a code editor's extension marketplace for about 11 hours.
The company in the scenario, Harbor Freightworks, is fictional. The facts about the extension come from the editor maker's own security notice. Everything else is made up so your team can practice.
Members join a live online run of each month's exercise. Dates are announced to members.
Time needed: 60 minutes, plus 20 minutes to prepare
Who should attend: Security, IT, engineering lead, legal or compliance, communications, and one senior leader
What you need: This kit, a shared screen or printed injects, and someone taking notes
IN THIS GUIDE
1. What really happened
1. How to run it
1. The scenario
1. What good looks like
1. Decisions log
1. After-action report
1. How to adapt it
Peer Security is a vendor-neutral community for IT and security leaders. This document is general guidance, not legal, insurance or financial advice. Free to use and adapt inside your organization.
What really happened
The facts below come from the security notice published by Cursor, the company behind the Cursor code editor, on October 29, 2026, with an update on October 30. Read this aloud only after the exercise, or share it as background with the facilitator.
	Fact
	Detail from the notice

	What
	A maliciously modified version of Anthropic's Claude Code extension was available in the Cursor extension marketplace. Cursor says Anthropic did not develop these versions.

	Which versions
	Anthropic.claude-code 2.1.312 and 2.1.313, on macOS and Windows

	When
	About 2:27 am to 1:35 pm Pacific time on October 29, 2026

	What it did
	Sent host and user details to an attacker's server. Added an attacker's SSH login key, labeled "svc-telemetry", to the user's authorized keys. Tried to turn on the SSH service and open a reverse tunnel to the attacker. Tried to stay installed through a LaunchAgent on Mac or a scheduled task on Windows, retrying about every 60 seconds.

	What likely failed
	Turning on SSH needs admin rights, so Cursor says that step likely failed on most machines. The key was still added, the persistence was still installed and host details were still sent.

	What Cursor did
	Pulled the bad version, shut the marketplace down as a precaution, checked that no other extensions were tampered with, rotated keys, rebuilt the marketplace and worked to take the attacker's server offline.

	What users were told to do
	Check for the "svc-telemetry" key. If found, isolate the machine, remove the key, the persistence and the tunnel, and consider rebuilding it. Uninstalling the extension alone may not be enough. Rotate credentials reachable from the machine, working from a clean device. Check logs against the published indicators.



Source: Cursor, "Security notice — malicious version of Anthropic.claude-code (2.1.313) identified in the Cursor Extension Marketplace", https://cursor.com/blog/claude-code-extension-security-notice
	Why this makes a good drill
Developer tools are often installed by engineers themselves, outside normal software approval.
Developer laptops hold keys to source code, cloud accounts and build systems.
The fix is not just "uninstall it". Teams have to find affected machines, clean them and rotate secrets.


How to run it
Roles
	Role
	What they do

	Facilitator
	Reads the injects, asks the questions, keeps time. Does not play a participant. Should have read the whole kit beforehand.

	Note-taker
	Fills in the decisions log as you go. Captures open questions and owners.

	Participants
	Answer as they would on a real day, using your real tools, contacts and policies.

	Observer (optional)
	Watches how the group works together: who decides, where it stalls, what was missing.



Agenda (60 minutes)
	Time
	Step

	0:00 to 0:05
	Welcome, ground rules, introduce the fictional company

	0:05 to 0:15
	Inject 1: the first warning

	0:15 to 0:27
	Inject 2: how big is it?

	0:27 to 0:39
	Inject 3: the key on a build server

	0:39 to 0:49
	Inject 4: leaders, customers and the board

	0:49 to 0:54
	Inject 5: one week later

	0:54 to 1:00
	Wrap-up: three things that went well, three to fix, owners and dates



Ground rules
1. This is practice, not a test. There are no wrong answers, only gaps worth finding.
1. Answer with what you would really do today, not what the policy says you should do.
1. If you don't know, say so. "I'd have to find out who owns that" is a useful finding.
1. Nothing said here is held against anyone. Findings are about the process, not people.
1. Keep phones away unless you are checking a real contact list or runbook.
Before you start
1. Book 60 minutes with the attendees above
1. Print or prepare the injects as separate slides or cards, one at a time
1. Have your incident response plan and contact list ready to check
1. Copy the decisions log and after-action template from the back of this kit
1. Decide whether to share "What really happened" before or after (after works best)
The scenario
	Fictional company: Harbor Freightworks
A logistics software company with 1,400 employees in the U.S. and Canada.
120 software engineers. Most use company Macs; some use Windows laptops.
Engineers may install code editor extensions themselves. There is no approved list.
Security team of four, reporting to the CISO. IT team of nine. Endpoint detection is installed on all laptops.
Customers include large retailers whose contracts require breach notice within 72 hours of confirming an incident.



Inject 1, Thursday 3:40 pm: the first warning
An engineer posts in the company's engineering chat: "Heads up, there's a notice saying the AI coding extension in Cursor was tampered with this morning. I updated it around 9. Am I hacked?" Two other engineers reply that they also updated today.
	Who
	Questions

	Security
	Who tells the security team, and how fast? Does this count as an incident yet? Who leads?

	IT
	Can you tell which laptops have Cursor installed? Which have this extension, and which version?

	Legal / comms
	Do you need to be told yet? What should engineers be told to do, and not do, right now?

	Leadership
	At what point do you want to hear about this?



Inject 2, Thursday 4:30 pm: how big is it?
IT's first count: 61 laptops have Cursor. 23 updated the extension on Thursday, all within the affected window. Your endpoint tool flagged nothing. Three engineers are traveling and one is on leave.
	Who
	Questions

	Security
	How do you check each of the 23 machines for the attacker's key and persistence? Do you isolate them first or check first?

	IT
	How do you reach the four people who are away? What do you tell them to do tonight?

	Engineering
	What would an attacker reach from an engineer's laptop: source code, cloud accounts, build systems, customer data?

	Leadership
	Do you stop engineering work on those machines? Who makes that call?



Inject 3, Thursday 7:15 pm: the key on a build server
Checks find the "svc-telemetry" key on 9 of the 23 laptops. The persistence task is on all 9. On most, the SSH service never started. But one engineer had admin rights, and their laptop shows an outbound connection to an unknown server at 11:02 am. That engineer also has access to the company's build servers and a cloud account used for customer environments.
	Who
	Questions

	Security
	Do you treat this laptop differently from the other 8? What do you look for on the build servers and cloud account? Do you bring in an outside incident response firm?

	IT
	Which credentials do you rotate, in what order, and from which clean device? What breaks when you do?

	Legal / comms
	Does your cyber insurance require notice now? Do you need breach counsel? Is there customer data in scope?

	Leadership
	Who approves outside help and spending tonight?



Inject 4, Friday 10:00 am: leaders, customers and the board
A large retail customer emails your account team: "We saw the news about the poisoned extension. Are you affected? Please confirm within 24 hours." The CEO asks for a two-minute summary for the board chair by noon. No evidence yet shows customer data was touched.
	Who
	Questions

	Legal / comms
	What do you tell the customer, and who approves it? Does their 72-hour notice clause apply yet?

	Leadership
	What goes in the board chair summary? What do you avoid saying?

	Security
	What do you know for sure, what do you not know yet, and when will you know?

	Account team
	Who answers customer questions, so different people don't say different things?



Inject 5, one week later
The investigation finds no sign that customer data was reached. All 9 laptops were rebuilt. Two shared cloud keys were missed in the first rotation and found on day five.
	Who
	Questions

	Everyone
	Why were two keys missed? What would have found them sooner?

	IT and engineering
	Should engineers keep installing extensions freely? What is the lightest control that would have helped?

	Leadership
	What do you change, who owns it, and by when?


What good looks like
Use this as the facilitator's answer guide. Teams rarely do all of it. Each gap is a finding, not a failure.
	Inject
	Strong responses include

	1. First warning
	Engineers know where to report. Security opens an incident and names a lead within the hour. Engineers are told not to uninstall yet, because that can remove evidence, and not to wipe anything themselves.

	2. How big
	IT can list editors, extensions and versions from device management or the endpoint tool within an hour or two. Affected machines are checked for the key and persistence using the vendor's published steps. People who are away get clear instructions and a contact.

	3. Build server
	The admin laptop is treated as compromised: isolated, examined, then rebuilt. Credentials reachable from it are rotated from a clean device, starting with the most powerful. Build servers and the cloud account are checked for new keys, users and unusual activity. The insurer's notice rules and approved vendors are checked before hiring outside help.

	4. Customers and board
	One owner for customer replies. Statements stick to what is known: "We were affected, here is what we did, here is what we're still checking, next update by a set time." Counsel reviews before anything goes out. The board summary covers impact, actions, open questions and next update.

	5. One week later
	A full list of secrets on developer machines exists or is created. Lessons become owned tasks with dates: an approved extension list or monitoring, less standing admin rights, faster secret rotation.



Common gaps teams find
1. No one can say quickly which developer tools and extensions are installed.
1. Engineers have admin rights by default.
1. Secrets live in many places on laptops, so rotation misses some.
1. The incident plan doesn't cover developer machines or build systems.
1. No one knows the cyber insurer's notice deadline or approved firms.
1. Customer contracts have notice clauses the incident team hasn't seen.
Decisions log
The note-taker fills this in during the exercise. Add rows as needed.
	Time
	Decision or question
	Who decided
	Based on what
	Open items

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


After-action report
Fill this in within a week. Keep it to two pages so people read it.
	Section
	What to write

	Exercise
	Date, scenario name, attendees, facilitator

	Summary
	Two or three sentences: how ready are we for this kind of incident?

	What went well
	Three things to keep doing

	What to fix
	Three to five gaps, each in one sentence

	Actions
	For each gap: the fix, one owner, a due date

	Plan updates
	Changes needed to the incident response plan, contact list or runbooks

	Next exercise
	Date and scenario



Action tracker
	Gap
	Fix
	Owner
	Due
	Done

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 


How to adapt it
1. Swap the tool. Use whichever editor, browser extension or package manager your teams actually use. The questions stay the same.
1. Make it smaller. For a 30-minute version, run injects 1, 3 and 4 only.
1. Make it harder. Add a sixth inject: the attacker's server held data from your laptops and a reporter calls.
1. Run it for executives. Skip the technical detail in injects 2 and 3. Spend the time on inject 4.
1. Use your real numbers. Replace the fictional headcounts with your own so the scale feels real.
1. Repeat it. Run it again in six months and compare the after-action reports.
	Join the live run
Members join a live online run of each month's exercise, led by a member, with time to compare notes with peers. Dates are announced to members.



