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Security Buyer's Guides
What to ask, what to test and what to watch for when you buy four core security tools
These guides help a small team buy well without a long evaluation. Each one covers what the tool does, what you really need, the questions that separate strong vendors from weak ones, and the pricing traps that show up at renewal.
They are vendor-neutral. We don't name or rank products. Use the questions with every vendor on your list and compare the answers side by side.
Covers: Endpoint detection and response, email security, identity (single sign-on and multi-factor authentication), backup and recovery
Pairs with: Contract Clause Library, Vendor scoring model
Audience: CISOs, Heads of Security, VPs of IT and IT Directors running a purchase or renewal
IN THIS GUIDE
1. How to run a fair evaluation
1. Side-by-side scorecard
1. Endpoint detection and response (EDR)
1. Email security
1. Identity: single sign-on and multi-factor authentication
1. Backup and recovery
Peer Security is a vendor-neutral community for IT and security leaders. This document is general guidance, not legal, insurance or financial advice. Free to use and adapt inside your organization.
How to run a fair evaluation
Most buying mistakes happen before the first demo. Set the rules first, then talk to vendors.
1. Write down the problem. One paragraph: what is failing today, what it costs you, what success looks like in a year.
1. Agree on must-haves before demos. Use the tables in this guide. Anything not on the list is a nice-to-have, however good it looks on stage.
1. Shortlist two or three vendors. More than three takes too much of a small team's time.
1. Send the same questions to everyone. Ask for written answers. Demos are scripted; written answers are commitments.
1. Test in your environment. A proof of concept (a short trial on your own systems) beats any slide. Use the test lists here.
1. Talk to customers your size. Ask the vendor for references with a similar headcount and team size, not their biggest logo.
1. Get the full price. Ask for a three-year cost including add-ons, support tiers, onboarding and expected price rises.
1. Score and decide together. Use a simple weighted scorecard so the decision doesn't come down to who gave the best demo.
	Before you sign
Check the contract against the Contract Clause Library: breach notice, data return at exit, price-rise caps, renewal notice and auto-renewal.


Side-by-side scorecard
Score each vendor 1 to 5 on each line. Weight the lines that matter most to you. Keep the notes column for evidence, such as test results or a written answer.
	Criteria
	Weight
	Vendor A
	Vendor B
	Vendor C
	Notes

	Meets all must-haves
	 
	 
	 
	 
	 

	Proof-of-concept results
	 
	 
	 
	 
	 

	Ease of use for our team
	 
	 
	 
	 
	 

	Written answers to our questions
	 
	 
	 
	 
	 

	Reference calls
	 
	 
	 
	 
	 

	Three-year total cost
	 
	 
	 
	 
	 

	Contract terms
	 
	 
	 
	 
	 

	Exit: data export and support
	 
	 
	 
	 
	 

	Total
	 
	 
	 
	 
	 


Endpoint detection and response (EDR)
What it does
Endpoint detection and response (EDR) software runs on laptops, desktops and servers. It watches for suspicious behavior, such as a program encrypting files or a script reaching out to an unknown server, and can stop it.
It also records what happened on each machine, so your team can see how an attack started and which other machines it touched. Many vendors sell it with a 24/7 monitoring service, called managed detection and response (MDR), where their analysts watch alerts for you.
Must-have and nice-to-have
	Must-have
	Nice-to-have

	Covers every operating system you run, including servers
	24/7 monitoring service if you have no night or weekend coverage

	Can isolate a machine from the network with one click
	Mobile device coverage

	Blocks ransomware behavior, not just known malware
	Built-in vulnerability or patch reporting

	Clear alerts a generalist can understand
	Automated response playbooks

	Keeps enough history to investigate an incident
	Connections to your ticketing and chat tools

	Tamper protection so attackers can't switch it off
	 

	Works with your device management tool for rollout
	 



Questions to ask vendors
1. How many alerts does a company our size typically see each week, and how many need action?
1. What happens when your agent conflicts with other software? How do you roll back a bad update?
1. How long do you keep machine activity history, and what does more cost?
1. If we buy your monitoring service, what will your analysts do on their own, and what will they wake us up for?
1. How do you detect attackers who use built-in admin tools instead of malware?
1. What is the performance impact on older laptops and busy servers?
1. Can we export our data in a usable format if we leave?
1. Which outside tests or evaluations have you taken part in recently, and can we see the full results?
Red flags
1. They can't tell you how they handle a bad agent update or how fast they can roll one back.
1. The demo only uses their own test lab, never your machines.
1. Key features, such as isolation or longer history, turn out to be paid add-ons.
1. The monitoring service only sends you emails and doesn't take action.
1. References are all much larger than you.
Proof-of-concept tests
1. Install on a sample of 20 to 50 machines across every operating system you run
1. Run a harmless attack simulation and see what is detected, how fast, and how clear the alert is
1. Have a generalist on your team investigate one alert from start to finish
1. Isolate a test machine and bring it back
1. Measure boot time and app performance before and after on an older laptop
1. If testing a monitoring service, see how and when they contact you about the simulation
Pricing and contract traps
1. Price per device can jump when you add servers or cloud workloads. Ask for one price covering all of them.
1. First-year discounts that disappear at renewal. Ask for the renewal price in writing.
1. Longer history, isolation or threat hunting sold as separate add-ons.
1. Monitoring services priced by number of alerts or incidents. Ask what happens in a bad month.
1. Minimum device counts that are higher than you need.
Ask reference customers
1. How long did rollout take, and what broke?
1. How many alerts do you handle a week, and how many were false alarms?
1. Has the agent ever caused an outage? How did the vendor respond?
1. If you use their monitoring service, did they ever catch something real? How fast did they call?
1. What happened to the price at your first renewal?
Email security
What it does
Email is still the most common way attackers get in. Email security tools sit in front of or alongside your mailbox service and catch phishing, malicious links and attachments, and fake invoices or payment requests.
Some work as a gateway that mail passes through. Others connect directly to your cloud email service through its built-in connections and scan messages after they arrive. Many also handle sender authentication, so others can't send mail pretending to be you.
Must-have and nice-to-have
	Must-have
	Nice-to-have

	Catches phishing and payment fraud, not just viruses
	Security awareness training and phishing simulations

	Can pull a bad message back out of every inbox after delivery
	Scanning of collaboration tools, such as chat and file sharing

	Works with your cloud email service without breaking mail flow
	Protection for outbound mail and data loss

	One-click reporting button for staff
	Automatic handling of user-reported messages

	Clear quarantine that users and admins can manage
	 

	Help setting up sender authentication for your domains
	 



Questions to ask vendors
1. How do you catch payment fraud emails that contain no link or attachment?
1. How quickly can we remove a malicious message from every inbox, and does it need admin action?
1. What share of messages users report turn out to be harmless, and how do you handle them?
1. Do you replace the security built into our email service, or add to it? What overlap will we pay for twice?
1. What happens to mail flow if your service goes down?
1. Where are our emails stored and processed, and for how long?
1. Do you use our email content to train AI models?
Red flags
1. They ask you to switch off the protection built into your email service without a clear reason.
1. They can't explain what happens to mail flow during their own outage.
1. Catch rates are quoted with no explanation of how they were measured.
1. Removing a message after delivery is manual or slow.
Proof-of-concept tests
1. Run in monitor-only mode for two to four weeks on real mail before blocking anything
1. Compare what it caught against what your current setup missed
1. Count false positives: good mail wrongly flagged
1. Send a few test phishing emails, including one with no link that asks for a payment change
1. Pull back a delivered test message from all inboxes and time it
1. Have a few staff use the report button and see what happens next
Pricing and contract traps
1. Priced per mailbox, including shared and service mailboxes you didn't count.
1. Training and simulations bundled in the first year, then charged separately.
1. Paying for features your email service already includes.
1. Long contracts for a category where tools change quickly.
Ask reference customers
1. What did it catch that your old setup missed?
1. How much good mail gets quarantined, and how much time does that cost your team?
1. How did the switch-over go? Any lost mail?
1. How responsive is support when something is stuck?
Identity: single sign-on and multi-factor authentication
What it does
Single sign-on (SSO) lets staff log in once and reach all their work apps. Multi-factor authentication (MFA) adds a second check, such as a phone prompt or a hardware key, so a stolen password isn't enough.
Together they are often the highest-value security purchase for a mid-size company. They also make it fast to cut off access when someone leaves.
Must-have and nice-to-have
	Must-have
	Nice-to-have

	Phishing-resistant MFA options, such as passkeys or hardware keys
	Automatic account setup and removal in each app

	Connects to your main apps and your HR system
	Privileged access controls for admins

	Removes access in all apps when someone leaves
	Access reviews for managers

	Rules based on device, location and risk
	Passwordless login for staff

	Clear logs of every login
	Protection for customer logins as well as staff

	Self-service password and device reset that can't be abused
	 



Questions to ask vendors
1. Which of our apps connect out of the box, and which need custom work or a higher tier?
1. Which MFA methods do you support, and which resist phishing?
1. How do you stop attackers from tricking our help desk into resetting MFA?
1. If your service is down, can our staff still log in to critical apps?
1. How fast does access get removed in every app when HR marks someone as gone?
1. Have you had a security incident in the last three years? What did you change?
1. What does it cost to add apps or automatic account setup later?
Red flags
1. Automatic account setup and removal, or connections to common apps, only on the top tier.
1. No clear plan for outages.
1. Vague answers about past incidents.
1. Help desk reset process that relies on easy-to-find personal details.
Proof-of-concept tests
1. Connect your five most-used apps and your HR system
1. Have a test user join, change roles and leave; check access in every app each time
1. Try the help desk reset process as an attacker would
1. Roll out phishing-resistant MFA to a pilot group and track support tickets
1. Review the login logs for one day: can you answer who logged in from where?
Pricing and contract traps
1. Per-user pricing that counts contractors, service accounts or inactive users.
1. Each app connection or feature sold as an add-on.
1. Price rises tied to new features you didn't ask for.
1. Some apps charge their own fee before they allow single sign-on. Check your key apps.
Ask reference customers
1. How long did it take to connect your apps?
1. What did staff think of the MFA rollout?
1. Has the service had an outage? What happened to logins?
1. How did the vendor handle any security issue on their side?
Backup and recovery
What it does
Backups are your last line of defense against ransomware, deletion and outages. Modern backup tools copy laptops, servers, cloud apps and databases, and keep copies that attackers can't change or delete.
What matters most is not the backup itself but how fast and reliably you can restore. Test restores, not just backup success reports.
Must-have and nice-to-have
	Must-have
	Nice-to-have

	Copies that can't be changed or deleted, even by an admin, for a set period
	Detects signs of ransomware in backup data

	A copy kept separate from your main network and accounts
	Restore into a clean, isolated environment

	Covers servers, cloud apps and the data you can't lose
	Long-term archive at lower cost

	Fast restore of a single file and of whole systems
	Reports for auditors and insurers

	Alerts when backups fail
	 

	Separate login with MFA for the backup system
	 



Questions to ask vendors
1. Can anyone, including our admins or your support staff, delete or shorten retention on protected copies?
1. How fast can we restore our largest critical system? Show us.
1. Is the backup system's login separate from our main accounts?
1. Do you back up our cloud apps, such as email and file storage, or only servers?
1. What does it cost to restore large amounts of data from your cloud?
1. How do you help us know a restored system is clean?
1. What happens to our backups if we stop paying or leave?
Red flags
1. Protected copies can be deleted by anyone with admin rights.
1. Restore speed is quoted, never demonstrated.
1. Restore or data transfer fees aren't clear.
1. Backups use the same login as the systems they protect.
Proof-of-concept tests
1. Back up a sample of servers, a cloud app and a database
1. Restore a single file, a full server and a cloud mailbox, and time each
1. Try to delete a protected copy using an admin account; it should fail
1. Simulate losing your main accounts: can you still reach the backups?
1. Check what alerts you get when a backup fails
Pricing and contract traps
1. Storage priced by amount kept, which grows every year. Ask for a three-year estimate.
1. Fees to restore or move data out of the vendor's cloud.
1. Cloud app backup priced per user on top of server backup.
1. Protected-copy features only on higher tiers.
Ask reference customers
1. Have you had to restore for real? How long did it take?
1. How often do you test restores, and what have you found?
1. Did your storage bill grow faster than expected?
1. How helpful was support during a restore?

