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New-Leader Cohort Program
Six weeks with a small group of first-time security and IT leaders
A program guide for Peer Security's new-leader cohorts: who they're for, how sessions run, the six-week curriculum and the tools you build along the way.
Format: 6 to 8 leaders, six weekly 75-minute online sessions, peer facilitator, Chatham House rule
Audience: First-time CISOs, Heads of Security, VPs of IT and IT Directors at companies with about 200 to 5,000 employees
IN THIS GUIDE
1. About the program
1. How every session runs
1. Week 1: Your first 90 days and stakeholder map
1. Week 2: Risk and the board
1. Week 3: Budget and the CFO
1. Week 4: Building and keeping a team
1. Week 5: Vendors and buying well
1. Week 6: Incidents, liability and protecting yourself
1. Personal protection checklist
1. How to apply
1. First 90 days checklist
Peer Security is a vendor-neutral community for IT and security leaders. This document is general guidance, not legal, insurance or financial advice. Free to use and adapt inside your organization.
About the program
The first year in a security leadership role is lonely. You're expected to have answers on risk, budget, the board and your team, often without a peer inside the company to test ideas on.
New-leader cohorts put you in a small group of people at the same stage. Over six weeks you work through the problems every new leader faces, with a peer facilitator who has done the job.
Who it's for
1. First-time CISOs, Heads of Security, VPs of IT and IT Directors, in the role for less than about 18 months.
1. Leaders at companies with roughly 200 to 5,000 employees, where you may be the only senior security person.
1. People stepping up soon, such as a deputy about to take over.
1. Peer Security members only. Vendors and recruiters are not eligible.
How it works
	Item
	Details

	Group size
	6 to 8 leaders, matched where possible by company size and role.

	Length
	Six weeks, one topic a week.

	Sessions
	75 minutes online, same time each week.

	Facilitator
	A Peer Security member who has led a security or IT function. Facilitators guide the discussion; they don't sell anything.

	Homework
	Under an hour a week: a short reading from the Library and one exercise you bring to the session.

	Ground rule
	Chatham House rule. You can share what was said, but never who said it or which company they work for.

	After week 6
	The group can keep meeting on its own, and stays together in the members' community.



What you get
1. Six one-page tools you build for your own company: a 90-day plan, a board scorecard, a budget case, a team plan, a vendor renewal plan and a personal protection checklist.
1. A group of peers you can call when something goes wrong.
1. A safe place to say "I don't know" and get honest advice.
How every session runs
Each session follows the same pattern, so time goes to your problems rather than to slides.
	Minutes
	Part
	What happens

	0 to 10
	Check-in
	Each person shares one win and one problem from the week, in a sentence or two.

	10 to 30
	Topic
	The facilitator or a guest member frames the week's topic with real examples. No vendor speakers.

	30 to 60
	Hot seat
	One or two members bring a live problem. The group asks questions first, then offers options. The member decides.

	60 to 70
	Commitments
	Each person names one thing they'll do before next week.

	70 to 75
	Close
	What was useful, and who takes the hot seat next week.



Ground rules
1. Chatham House rule. Share what you learned, never who said it.
1. No selling. No pitching products, services or job openings.
1. Cameras on if you can. Trust builds faster face to face.
1. Ask before advising. Understand the problem before you offer a fix.
1. Leave titles at the door. Everyone here is learning.
The facilitator's job
1. Keep time and keep the group on the week's topic.
1. Make sure everyone speaks, not just the most confident.
1. Share their own experience, including mistakes.
1. Point members to Library tools, never to vendors.
Week 1: Your first 90 days and stakeholder map
Goal: Know who matters, what they need from you, and what you'll deliver first.
Before the session (under an hour)
1. List the 10 people whose support you need most, inside and outside IT.
1. For each, write one line: what they care about and what they think of security today.
1. Write down the three biggest risks you've found so far.
In the session
	Minutes
	What happens

	0 to 10
	Check-in: one win and one problem from the week.

	10 to 30
	How new leaders earn trust in the first 90 days: listen, find quick wins, then set direction. Common traps, such as changing everything in month one.

	30 to 60
	Hot seat: a member whose stakeholder map has a difficult relationship (often the CIO, CFO or head of sales). The group helps plan the next conversation.

	60 to 70
	Commitments: each person names one thing they'll do before next week.

	70 to 75
	Close: what was most useful, and who wants the hot seat next week.



Questions to discuss
1. Who is the one person whose support would change the most for you?
1. What quick win could you deliver in 30 days that your stakeholders would notice?
1. What are you tempted to fix now that should wait?
	You leave with
A one-page stakeholder map and a 90-day plan with three priorities.
From the Library: First-90-days checklist at the end of this guide.


Week 2: Risk and the board
Goal: Explain your company's cyber risk in a way directors can act on.
Before the session (under an hour)
1. Read the CISO Board Review Guide's sections on what a board needs.
1. Pick 6 to 8 measures from the Board Metrics Bank that fit your top risks.
1. Bring your last board or executive update, if you have one.
In the session
	Minutes
	What happens

	0 to 10
	Check-in: one win and one problem from the week.

	10 to 30
	What directors want: risk in business terms, trend, and clear decisions. What they don't need: tool names and activity counts.

	30 to 60
	Hot seat: a member presents a draft board page for three minutes. The group plays the board and asks the hard questions.

	60 to 70
	Commitments: each person names one thing they'll do before next week.

	70 to 75
	Close: what was most useful, and who wants the hot seat next week.



Questions to discuss
1. What question from a director are you most worried about?
1. Which of your measures would still make sense if you left tomorrow?
1. What decision do you actually need from the board this year?
	You leave with
A draft one-page board scorecard with your chosen measures and targets.
From the Library: Board Metrics Bank; CISO Board Review Presentation and CISO Board Review Guide.


Week 3: Budget and the CFO
Goal: Make a budget case a finance leader can say yes to.
Before the session (under an hour)
1. List what you spend today: people, tools, services. Rough numbers are fine.
1. Choose your single most important budget ask for next year.
1. Write down what happens to the business if it isn't funded.
In the session
	Minutes
	What happens

	0 to 10
	Check-in: one win and one problem from the week.

	10 to 30
	How CFOs think: cost, risk reduced, options, and what happens if we wait. Showing a cheap, a middle and a full option.

	30 to 60
	Hot seat: a member pitches their top budget ask in three minutes. One member plays the CFO.

	60 to 70
	Commitments: each person names one thing they'll do before next week.

	70 to 75
	Close: what was most useful, and who wants the hot seat next week.



Questions to discuss
1. What does your CFO worry about most this year?
1. Which tools could you cut or merge to fund something more important?
1. How will you show that last year's spend made a difference?
	You leave with
A one-page budget case for your top ask, with three options and the risk each one reduces.
From the Library: Board Metrics Bank (measure 28 on spend); Buyer's guides by category.


Week 4: Building and keeping a team
Goal: Get the most from a small team and plan your next hire or development step.
Before the session (under an hour)
1. Draw your team today: roles, who does what, and tasks only one person can do.
1. Note your biggest gap: a skill, a role, or capacity.
1. Skim the Security Hiring Kit for the role you most need.
In the session
	Minutes
	What happens

	0 to 10
	Check-in: one win and one problem from the week.

	10 to 30
	Small-team design: what to keep in-house, what to automate, what to buy as a service. Keeping people: growth, fair on-call and recognition.

	30 to 60
	Hot seat: a member with a hiring or people problem, such as a key person about to leave or a hire that isn't working.

	60 to 70
	Commitments: each person names one thing they'll do before next week.

	70 to 75
	Close: what was most useful, and who wants the hot seat next week.



Questions to discuss
1. If you could add one person, what would they do first?
1. What work could your team stop doing tomorrow?
1. Who on your team could grow into your deputy?
	You leave with
A one-page team plan: current roles, gaps, single points of failure and your next hire or development move.
From the Library: Security Hiring Kit.


Week 5: Vendors and buying well
Goal: Spend less time and money on tools, and get better contract terms.
Before the session (under an hour)
1. List your security tools and services with renewal dates and rough annual cost.
1. Mark any you inherited and haven't reviewed.
1. Pick one contract renewing in the next 12 months.
In the session
	Minutes
	What happens

	0 to 10
	Check-in: one win and one problem from the week.

	10 to 30
	Buying without being sold to: define the problem first, use a short list, ask for comparable answers. Contract terms to always ask for.

	30 to 60
	Hot seat: a member facing a big renewal or a vendor that was just acquired or changed its pricing.

	60 to 70
	Commitments: each person names one thing they'll do before next week.

	70 to 75
	Close: what was most useful, and who wants the hot seat next week.



Questions to discuss
1. Which tool would you not buy again, knowing what you know now?
1. Where are two tools doing the same job?
1. What contract term would have saved you pain last time?
	You leave with
A renewal calendar and a plan for the one contract you'll renegotiate first.
From the Library: Buyer's guides by category; Contract clause library.


Week 6: Incidents, liability and protecting yourself
Goal: Be ready to lead a serious incident, and know what protects you personally.
Before the session (under an hour)
1. Find your incident response plan and check it names you, your deputy and your outside contacts.
1. Ask HR or legal whether you're covered by the company's directors and officers (D&O) insurance and indemnification.
1. Note any risk the business accepted against your advice, and whether it's in writing.
In the session
	Minutes
	What happens

	0 to 10
	Check-in: one win and one problem from the week.

	10 to 30
	The first hours of a major incident: roles, decisions, communication and when to call counsel. Why security leaders should understand their own legal protection.

	30 to 60
	Hot seat: a member walks the group through a short incident scenario based on a real public event. The group plays the executive team.

	60 to 70
	Commitments: each person names one thing they'll do before next week.

	70 to 75
	Close: what was most useful, and who wants the hot seat next week.



Questions to discuss
1. Who decides whether to pay a ransom, take systems offline or notify customers at your company?
1. Is every risk the business accepted against your advice written down and signed?
1. What would you want in your employment contract or offer letter next time?
	You leave with
A personal protection checklist and a date for your next incident exercise.
From the Library: Monthly tabletop exercise; Cyber insurance renewal kit; Contract clause library.


Personal protection checklist
Security leaders are increasingly asked to answer for incidents and disclosures. These are questions to raise with your employer and your own lawyer. This is not legal advice.
1. Confirm in writing whether you're covered by the company's directors and officers (D&O) insurance, and whether coverage continues after you leave.
1. Ask whether the company's bylaws or your contract promise to indemnify you (cover your legal costs) for decisions made in good faith.
1. Make sure your reporting line, authority and budget responsibility are written down.
1. Record risk acceptances: when the business decides not to fix a risk you raised, get the decision and the owner in writing.
1. Know who signs off on public statements and regulatory disclosures about incidents, and make sure what you report internally is accurate and complete.
1. Keep a private record of key advice you gave and when, in line with company policy.
1. Ask a lawyer who represents you, not the company, to review your contract before signing.
Terms to ask about in an offer or contract
1. D&O coverage and indemnification, including after you leave.
1. Severance terms, including if you're let go after an incident.
1. Clear reporting line, ideally with access to the board or audit committee.
1. Budget and hiring authority that match the responsibility.
How to apply
1. Join Peer Security if you aren't a member yet. Membership is free for IT and security practitioners, and every application is reviewed.
1. Tell us you'd like a cohort. Share your role, how long you've been in it and your company size.
1. We match you to a group. A cohort starts once there are enough members at a similar stage, matched by company size and role where we can.
We don't have start dates yet. Cohorts begin as soon as enough members sign up for a group.
Questions
	Question
	Answer

	What if I miss a session?
	Tell the facilitator. Catch up with one cohort member; sessions aren't recorded, to protect what's shared.

	Can I bring a real problem from work?
	Yes. That's the point. Share what you're comfortable with and leave out details that identify your company if you prefer.

	Is this a course with a certificate?
	No. It's a peer group. You leave with tools you built and people you can call.

	Can vendors sponsor a cohort?
	No. Cohorts are vendor-free.


First 90 days checklist
Use this alongside week 1. Adjust the order to your company; the point is to listen before you change things.
Days 1 to 30: listen and learn
1. Meet your manager and agree on what success looks like at 90 days and at one year.
1. Meet the 10 people on your stakeholder map, one to one.
1. Meet each person on your team. Ask what they'd change and what they'd keep.
1. Read the last audit report, risk register, incident reports and board updates.
1. Find out what you own: systems, budget, contracts and who calls you at 2 a.m.
1. Check the basics are real, not just on paper: backups tested, admin accounts protected, an incident plan that names current people.
Days 31 to 60: find quick wins and the big risks
1. Deliver one or two visible quick wins.
1. List your top five risks in business terms, with an owner for each.
1. Review your security tools and contracts, with renewal dates.
1. Agree how you'll report to executives and how often.
1. Run or join an incident exercise.
Days 61 to 90: set direction
1. Share a one-page plan for the next 12 months, tied to your top risks.
1. Agree on 6 to 8 measures you'll report, with targets.
1. Make your first budget and team decisions.
1. Present your first update to the board or audit committee, if expected.
1. Ask your manager and three stakeholders: what should I do more of, and less of?

