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Cyber Insurance Renewal Kit
Prepare early, answer honestly and understand what your policy really covers
Cyber insurance renewals have turned into security audits. Underwriters ask detailed questions about your controls, and the answers can affect your price, your limits and whether a claim is paid.
This kit gives you a timeline, the controls underwriters commonly ask about, the evidence to gather, how to answer questions honestly, what to ask your broker and which policy terms to read closely.
Start: About 120 days before your policy renews
Who's involved: Security or IT lead, finance or risk owner, your insurance broker, legal
Pairs with: Tabletop Exercise Kit, CISO Board Review Presentation
IN THIS GUIDE
1. Renewal timeline
1. Controls underwriters commonly ask about
1. Answering honestly
1. Questions to ask your broker
1. Policy terms to read closely
1. When something happens: claims
1. Renewal checklist
This is general guidance, not insurance or legal advice. Policies differ a lot. Your broker and counsel should review your answers and your policy wording.
Peer Security is a vendor-neutral community for IT and security leaders. This document is general guidance, not legal, insurance or financial advice. Free to use and adapt inside your organization.
Renewal timeline
Starting late is the most common mistake. A rushed questionnaire leads to vague or inaccurate answers, and leaves no time to fix a gap before the underwriter sees it.
	When
	What to do
	Who

	120 days out
	Meet your broker. Review last year's policy, claims and any changes in your business (acquisitions, new regions, new products, big headcount changes). Ask what underwriters are focusing on this year.
	Risk owner, security lead, broker

	100 days out
	Get last year's application and this year's questionnaire. Assign an owner to every question.
	Security lead

	90 to 60 days out
	Gather evidence for each control. Find gaps. Fix what you can before you submit; write down a dated plan for the rest.
	Security and IT

	60 days out
	Draft answers. Have a second person check each answer against the evidence.
	Security lead, IT

	45 days out
	Review answers with your broker and legal. Submit.
	Risk owner, broker, legal

	45 to 15 days out
	Answer underwriter follow-up questions. Join an underwriter call if offered; it is a chance to explain your program.
	Security lead, broker

	15 to 0 days out
	Compare quotes. Read the policy wording, not just the summary. Bind coverage.
	Risk owner, legal, broker

	After renewal
	Put notice requirements, panel firms and the claims hotline into your incident response plan. Brief leadership on what is and isn't covered.
	Security lead


Controls underwriters commonly ask about
Questionnaires vary by insurer, but these topics come up in most of them. For each, know your honest answer, the evidence behind it and any exceptions.
	Control
	What they want to know
	Evidence to gather

	Multi-factor authentication (MFA)
	Is it required for email, remote access, cloud apps and admin accounts? Are there exceptions?
	Screenshots of MFA policies, a report of accounts without MFA and why

	Endpoint detection and response (EDR)
	Is it on every laptop and server? Who watches alerts, including nights and weekends?
	Coverage report from the tool, monitoring contract or on-call schedule

	Backups
	Are backups kept separate from the main network, protected from deletion and tested?
	Backup design, retention settings, dates and results of the last restore test

	Patching
	How fast are critical flaws fixed, especially on internet-facing systems?
	Patch policy, recent patch reports, exceptions list

	Privileged access
	How are admin accounts controlled? Are they separate from everyday accounts?
	Admin account list, access review records, privileged access tool reports

	Email security
	Do you filter email and verify senders? How do you handle phishing reports?
	Email security settings, sender authentication records, phishing report process

	Incident response plan
	Is there a written plan? Has it been tested?
	The plan, the date and notes from the last tabletop exercise

	Security awareness training
	Do staff get regular training and phishing tests?
	Completion rates, phishing test schedule

	Vendor risk
	How do you assess vendors that hold your data or connect to your systems?
	Vendor review process, list of critical vendors and their latest reviews

	Remote access
	How do people reach internal systems from outside? Are remote desktop services exposed to the internet?
	Remote access design, external scan results

	End-of-life systems
	Do you run software the maker no longer supports? How is it protected?
	Inventory of unsupported systems and the controls around them



	Fix before you submit
A gap you close before submitting is a better answer than a gap you explain. If you can't fix it in time, a dated plan with an owner is the next best thing.


Answering honestly
Your application is part of the insurance contract. If an answer turns out to be wrong, the insurer may dispute a claim or, in some cases, try to cancel the policy. That risk is highest when you need the coverage most: after an incident, when investigators look at what was really in place.
Rules for every answer
1. Answer what's true today, not what's planned. Put plans in a separate note with dates.
1. Don't round up. If MFA covers almost all accounts, say so and list the exceptions. "Yes" to "all accounts" is a claim you'll need to prove.
1. Name your exceptions. Old systems, service accounts, a subsidiary that isn't fully integrated. Underwriters expect some.
1. Check every answer against evidence. Have a second person compare each answer to a report or screenshot.
1. Keep a record. Save the submitted application, your evidence and who answered each question.
1. Tell your broker about changes. If something changes during the policy year, such as a big acquisition, ask whether you need to report it.
Words that cause trouble
	Question wording
	Why to be careful

	"All", "every", "always"
	Very few controls cover 100% of systems. Answer with the real scope.

	"Enforced"
	Is the control switched on and required, or just available? Know the difference.

	"Tested"
	When, how and with what result? A backup that has never been restored is not tested.

	"Monitored 24/7"
	By whom? A tool that sends emails at night is not someone watching.


Questions to ask your broker
1. What are underwriters focusing on this year, and where are we likely to get pushback?
1. Which of our answers last year caused questions or price changes?
1. How does our coverage compare with similar companies of our size and industry?
1. Which limits and retention options make sense for us, and what does each change cost?
1. Which exclusions in our current policy worry you, and can any be narrowed?
1. Does the policy require us to use the insurer's approved firms for forensics, legal and negotiation? Can we get our own firms approved in advance?
1. What exactly must we do, and how fast, to report an incident?
1. Are there sublimits for ransomware, payment fraud, regulatory fines or business interruption?
1. How are dependent business interruption and outages at our vendors treated?
1. If we improve a control mid-year, can that help at the next renewal?
1. What happens to coverage if we acquire a company?
Policy terms to read closely
The summary page lists limits and price. The real coverage is in the wording. Read these sections with your broker and counsel.
	Term
	What to check

	Retention (deductible)
	How much you pay before coverage starts, and whether it applies per incident or per year.

	Limits and sublimits
	The overall limit, and any smaller limits for ransomware, payment fraud, regulatory costs or business interruption.

	Ransomware coinsurance
	Some policies make you pay a share of ransomware losses, even above the retention.

	War and state-actor exclusions
	How the policy treats attacks linked to a country or a war, and who decides whether an attack falls under the exclusion.

	Panel firms and pre-approval
	Whether you must use the insurer's approved incident response firms, lawyers and negotiators, or get approval before hiring your own.

	Notice requirements
	How soon you must tell the insurer about an incident, by what method, and what happens if you're late.

	Consent to costs
	Whether you need the insurer's approval before spending money on response, and how to get it quickly.

	Business interruption
	How lost income is calculated, how long the waiting period is, and whether outages at your vendors count.

	Failure to maintain controls
	Clauses that limit coverage if a control you described wasn't in place.

	Regulatory fines and penalties
	Whether they are covered where the law allows.

	Retroactive date
	Whether incidents that began before the policy started are covered.

	Payment fraud and social engineering
	Whether losses from fake invoices or changed bank details are covered, and the limit.


When something happens: claims
1. Call the insurer's claims hotline early, as the policy requires. Late notice is a common reason for disputes.
1. Involve breach counsel before you make statements or hire outside firms, as your policy and legal team advise.
1. Use approved firms or get approval before hiring others.
1. Keep records of every cost, decision and communication.
1. Keep your broker in the loop. They can push for answers and approvals.
1. After the claim, review what was paid and what wasn't, and update your incident plan and next year's coverage.
	Add it to your incident plan now
Claims hotline number and policy number
Notice deadline and method
Approved firms and how to engage them
Who has authority to approve response spending


Renewal checklist
1. Broker meeting held about 120 days out
1. Business changes since last renewal listed
1. Every questionnaire item has an owner
1. Evidence gathered for each control
1. Gaps fixed, or a dated plan written for each
1. Every answer checked against evidence by a second person
1. Exceptions named, not hidden
1. Broker and legal reviewed answers before submission
1. Submitted application and evidence saved
1. Policy wording read, not just the summary
1. Exclusions, sublimits and coinsurance understood
1. Notice rules, hotline and approved firms added to the incident plan
1. Leadership briefed on what is and isn't covered
	Peer renewal experiences
Members will share how their renewals went: what underwriters asked about, what changed and what helped. Those experiences will be added here as members share them.



