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Choosing Incident Response Help
How to pick an incident response firm and breach counsel before you need them
The worst time to choose an incident response firm is during an incident. You are stressed, the clock is running, and you may sign whatever terms are put in front of you. This guide helps you choose an incident response (IR) firm and a breach lawyer calmly, in advance.
Peer Security members will be able to rate the firms they have hired, once members start contributing ratings. The rating form at the end of this guide is the one members will use.
Audience: CISOs, Heads of Security, VPs of IT and IT Directors without a large in-house incident team
Pairs with: Your incident response plan and your cyber insurance policy
IN THIS GUIDE
1. Why line up help in advance
1. Start with your cyber insurance policy
1. Questions to ask an incident response firm
1. Questions to ask a breach lawyer
1. Retainer terms checklist
1. First-call cheat sheet
1. Contact sheet template
1. Member rating form
This guide is general information, not legal advice. Talk to your own counsel and insurance broker before you sign a retainer or change how you engage incident help.
Peer Security is a vendor-neutral community for IT and security leaders. This document is general guidance, not legal, insurance or financial advice. Free to use and adapt inside your organization.
Why line up help in advance
Most mid-size companies do not have a full incident team on staff. When something serious happens, you will need outside help within hours. Lining it up in advance gives you four things.
	Benefit
	Why it matters

	Speed
	A firm that already knows you can start in hours instead of days. Contracts, contacts and access are sorted.

	Better terms
	You negotiate rates and scope when you are calm, not when you would pay anything.

	Insurance fit
	You can confirm in advance that your insurer will pay for the firm you choose.

	Legal protection
	Breach counsel can set up how the investigation runs so that its findings are handled carefully from day one.



	The two calls you will make
Breach counsel (a lawyer who specializes in data breaches): advises on legal duties, notifications to regulators and customers, and how the investigation is run.
Incident response firm: investigates what happened, contains the attacker and helps you recover.
Many companies call counsel first, and counsel brings in the IR firm. Decide your order now, with your own legal team.


Start with your cyber insurance policy
If you have cyber insurance, read the incident section of your policy before you shop. Many policies have a panel: a list of pre-approved IR firms and law firms.
1. Does the policy require you to use panel firms, or can you use your own?
1. If you can use your own, does the insurer need to approve them first? Get that approval now, in writing.
1. Are panel rates fixed by the insurer? Are they lower than what a firm would charge you directly?
1. Who must you call first: the insurer's hotline, your broker, or counsel?
1. How fast must you notify the insurer after you discover an incident?
1. Does the policy cover ransomware negotiation and payment, and under what conditions?
1. Is there a retention (deductible) that applies before the insurer pays for IR work?
Ask your broker to walk you through these. If you want a firm that is not on the panel, ask early. Approval during an incident can cost you time.
Questions to ask an incident response firm
Talk to two or three firms. Use the same questions with each so you can compare.
Fit and experience
1. How many incidents have you handled for companies our size and in our industry in the last year?
1. What types do you see most: ransomware, email account takeover, cloud breaches, insider cases?
1. Do you have experience with our main platforms (our email suite, cloud provider, identity provider)?
1. Who would actually work our case? Can we meet the lead before signing?
1. Do you work in our time zones and languages, including overseas offices?
Response
1. How fast will someone call us back, day or night? How fast can work start?
1. Can you work remotely from day one? When would you send people on site?
1. What tools would you need to install on our systems? Can our current security tools be used instead?
1. How do you handle evidence so it holds up if there is a dispute or lawsuit later?
1. Do you help with recovery and rebuilding, or only investigation?
1. Do you provide ransomware negotiation, or work with someone who does? Check legal and sanctions rules with counsel before any payment.
Working relationship
1. Will you work under the direction of our breach counsel if we ask?
1. How do you report progress, and how often?
1. What does your final report look like? Who decides what goes in it?
1. Can you provide references from clients our size?
Questions to ask a breach lawyer
1. How many data breach matters have you led in the last year, and for companies like ours?
1. Which notification laws apply to us, given where our customers and employees are? Can you map that before an incident?
1. Do you handle notices to regulators, customers and law enforcement, or coordinate others who do?
1. How do you structure the investigation with the IR firm? What do you need from us to do that well?
1. Do you have a relationship with IR firms, notification vendors and crisis communications firms you would bring in?
1. Are you on our insurer's panel? If not, have you worked with our insurer before?
1. What are your rates, and do they differ for panel work?
1. Who is our contact at 2 a.m. on a Sunday?
	About legal privilege
Some companies engage the IR firm through their breach lawyer, hoping to keep the investigation's findings protected by legal privilege. Courts have not always agreed that this works, and the details matter. Discuss this with your counsel before an incident, not during one.


Retainer terms checklist
A retainer is a contract signed in advance so the firm is ready when you call. Read the terms closely. These are the points that matter most.
	Term
	What to check

	Prepaid hours
	How many hours are prepaid, at what rate, and is there a minimum spend?

	Zero-dollar retainer
	Some firms offer a retainer with no upfront cost: terms are agreed, you pay only if you use them. Ask whether response times are the same.

	Unused hours
	Do unused hours roll over to next year, expire, or convert to other services such as a tabletop exercise or assessment?

	Response time
	Callback and start times written in the contract, not just in the sales deck. Is it 24 hours a day, 7 days a week?

	Scope
	What is included: investigation, containment, recovery help, forensic images, threat hunting, reporting?

	Forensics
	Who keeps the evidence, for how long, and who pays to store it?

	Ransomware negotiation
	Included, extra cost, or not offered? Who handles payment logistics, if ever needed?

	Rates beyond the retainer
	Hourly rates by role once prepaid hours run out. Any surge or after-hours pricing?

	Expenses
	Travel, tools, licenses and data storage: billed separately or included?

	Insurance
	Will the firm accept panel rates and bill your insurer directly if approved?

	Engagement through counsel
	Does the contract allow your breach counsel to direct the work?

	Confidentiality and data
	How the firm protects your data, and deletes it when the case ends.

	Term and exit
	Length of the retainer and how to cancel.


First-call cheat sheet
When you call the IR firm, counsel or insurer, they will ask the same questions. Having answers ready saves an hour. Keep this page printed and with your incident plan.
	They will ask
	Have ready

	What happened, and when did you notice?
	A short timeline: first sign, who noticed, what was done since

	Is it still happening?
	Signs of ongoing activity: files being encrypted, accounts still in use, data still leaving

	What systems are affected?
	List of affected systems, locations and business functions

	What data might be involved?
	Types of data on those systems: customer, employee, payment, health, intellectual property

	What have you changed?
	Anything shut down, wiped, reset or blocked. Do not wipe more before you talk to them.

	What security tools do you have?
	Endpoint protection, logging, email security, backup system, and who has admin access to each

	Are backups safe?
	When the last good backup was taken and whether backups are kept separate from the main network

	Is there a ransom note or contact?
	Copy of the note. Do not reply to the attacker before talking to counsel.

	Who is the decision maker?
	Name and mobile of the person who can approve spending and major decisions

	Have you told your insurer?
	Policy number, insurer hotline, broker contact



	First hour, in short
Call counsel and your insurer as your plan says.
Preserve evidence: isolate systems from the network rather than wiping them.
Use a separate way to talk (phones, a backup chat) if email may be compromised.
Write down every action and its time.


Contact sheet template
Fill this in and keep copies where you can reach them if your systems are down: printed, and on a personal device.
	Role
	Name and company
	24/7 phone
	Email
	Contract or policy number

	Breach counsel
	
	
	
	

	Incident response firm
	
	
	
	

	Cyber insurer hotline
	
	
	
	

	Insurance broker
	
	
	
	

	Internal incident lead
	
	
	
	

	Executive decision maker
	
	
	
	

	Communications or PR lead
	
	
	
	

	IT or managed service provider
	
	
	
	

	Key cloud provider support
	
	
	
	

	Law enforcement contact
	
	
	
	



Review this sheet every six months and after any staff change.
Member rating form
After an engagement, members can rate the firm they used. Ratings are shared only with approved members, and only once enough ratings exist for a firm that no single company can be identified. Firms cannot see or respond to ratings on the exchange.
About the engagement
	Question
	Answer

	Type of firm
	Incident response firm / Breach counsel / Other

	Firm name
	

	Type of incident
	Ransomware / Email takeover / Cloud breach / Insider / Other

	Year of engagement
	

	Your company size band
	200–999 / 1,000–2,499 / 2,500–5,000 / Other

	Engaged through
	Insurer panel / Our own retainer / Counsel / Directly during the incident



Ratings (1 = poor, 5 = excellent)
	Criterion
	1
	2
	3
	4
	5

	Speed of first response
	
	
	
	
	

	Expertise of the team that worked the case
	
	
	
	
	

	Clear, regular communication
	
	
	
	
	

	Understood our business and priorities
	
	
	
	
	

	Quality of the final report
	
	
	
	
	

	Cost matched what we were told
	
	
	
	
	

	Worked well with counsel and insurer
	
	
	
	
	

	Overall, would hire again
	
	
	
	
	



In your own words
1. What did they do especially well?
1. What would you want the next member to know before hiring them?
1. Anything you would put in the contract next time?
Keep comments factual. Do not share details that could identify your incident or your company if you are rating anonymously.

